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Introduction
War compresses time. Decisions are made faster, 
systems are stress-tested, and failure has immedi-
ate consequences. In Ukraine, Russia’s full-scale 
invasion has acted as a systemic catalyst, reshap-
ing how the state operates across military, tech-
nological, and institutional domains. Develop-
ment cycles that would typically take years have 

been compressed into weeks or even days, forcing 
rapid iteration across defense, governance, and 
industry.

Over more than four years of large-scale war, 
Ukraine has accumulated extensive operational 
experience with emerging technologies, particu-
larly unmanned systems. What distinguishes this 
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Russia’s illegal, unprovoked, and unjustified full-scale war against Ukraine has accelerated the emergence 
of one of the most dynamic wartime innovation ecosystems in Europe. Ukraine’s adaptation extends beyond 
battlefield technologies to cybersecurity, artificial intelligence (AI), digital governance, quantum-relevant 
research domains, and volunteer-driven defense production networks. This issue brief argues that Ukraine 
represents an emerging model of adaptive statehood, in which innovation is continuous, decentralized, and 
institutionalized through platforms such as BRAVE1 and the Ministry of Digital Transformation of Ukraine. 
Under sustained military and hybrid pressure, governance, technology, industry, and society adapt in parallel, 
blurring traditional civilian-military boundaries. Ukraine’s experience demonstrates that modern warfare 
is defined not only by kinetic capabilities but also by the resilience of interconnected digital, industrial, 
and institutional systems. For Europe, this model offers critical insights into the future of security, where 
adaptability, cyber resilience, industrial scalability, and cross-sectoral innovation are becoming crucial to 
strategic stability and collective defense.
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adaptation is its multidimensional nature. Inno-
vation has evolved beyond the development of in-
dividual technologies to form a broader resilience 
architecture in which industrial capacity, techno-
logical development, and societal mobilization 
reinforce one another. 

The result is a state operating as a continuously 
adapting system under hybrid and kinetic pressure. 
Ukraine’s wartime experience demonstrates that 
resilience in modern war increasingly depends 
on the interaction between digital governance, 
industrial flexibility, cybersecurity, AI integration, 
and societal participation.

For European states and NATO, Ukraine 
provides a practical model of how modern 
defense structures adapt under sustained threat 

conditions. The war has become not only a 
military confrontation, but also a large-scale 
laboratory for technological and institutional 
adaptation.

Adaptive Governance and Digital 
Resilience
Digital State Transformation and the Emergence 
of the Agentic Model of Governance
One of the most significant structural transforma-
tions in Ukraine during the war has been the rap-
id evolution of its digital governance system. The 
Ministry of Digital Transformation has ensured 
continuity of state functions under conditions of 
disruption, displacement, and cyberattack.1 

At the center of this transformation is the Diia 
platform, which has evolved into a digital 
backbone connecting citizens, institutions, and 
security functions.2 Rather than serving only as 
an e-governance platform, Diia maintains the 
continuity of public services during wartime and 
strengthens overall state resilience.

This aligns with the concept of the “agentic 
state,” in which governance becomes proactive 
rather than reactive.3 Through automation, data 
integration, and real-time processing, state insti-
tutions can anticipate needs and respond dynam-
ically. In practice, this has allowed Ukraine to 
sustain administrative functions under wartime 
conditions, effectively transforming governance 
into an integral component of the national secu-
rity architecture.

Digital systems in Ukraine are therefore increas-
ingly dual-use by design. They support civilian 
resilience while simultaneously facilitating de-
fense coordination, illustrating how governance 
itself becomes embedded within broader security 
frameworks. For Europe, this suggests that dig-
ital governance systems must be treated as crit-

One of the most significant 
structural transformations 
in Ukraine during the war 
has been the rapid evolution 
of its digital governance 
system. The Ministry of 
Digital Transformation has 
ensured continuity of state 
functions under conditions 
of disruption, displacement, 
and cyberattack. At the center 
of this transformation is the 
Diia platform, which has 
evolved into a digital backbone 
connecting citizens, institutions, 
and security functions.
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ical infrastructure and integrated into national  
security planning.

Cybersecurity as a Continuous Domain of 
National Survival
Ukraine’s cybersecurity environment has become 
one of the most intense and sustained cyber con-
flict zones globally. Since 2014, when Russia first 
attacked Ukraine,4 and especially after the full-
scale invasion, the country has faced persistent 
cyber operations targeting government institu-
tions, critical infrastructure, and communications 
networks.

In response, Ukraine has developed a distributed 
cybersecurity framework that combines state 
institutions, private sector actors, international 
partners, and volunteer cyber communities. 
The Computer Emergency Response Team 
(CERT-UA),5 operating under the State Service 
for Special Communications and Information 
Protection of Ukraine (SSSCIP),6 coordinates 
national cyber defense and incident response. 
This structure enables rapid detection, response, 
and recovery.

Recent developments reflect Ukraine’s shift 
toward integrated digital defense. In 2025, 
Ukrainian President Volodymyr Zelenskyy 
signed Law No. 4336-IX, strengthening cyberse-
curity protections for state information systems 
and critical infrastructure through coordinated 
incident response mechanisms, enhanced infor-
mation-sharing protocols, risk-based security 
management, and designated cybersecurity roles 
across public institutions. This approach enables 
rapid detection and recovery while ensuring con-
tinuity of critical services even during large-scale 
cyberattacks.7

Cybersecurity has thus become a foundational 
layer of national resilience, extending far beyond 
technical protection into the core functioning of 

the state. For Europe, Ukraine demonstrates that 
cybersecurity must be understood as a structural 
component of defense policy rather than merely 
a supporting capability. European cybersecurity 
frameworks, including those developed under the 
EU Cybersecurity Strategy,8 reflect this shift, but 
Ukraine provides an operational demonstration 
of these principles under wartime conditions.

Artificial Intelligence and Distributed  
Decision-Making
AI has become a key enabler of Ukraine’s war-
time innovation landscape, supporting battlefield 
intelligence, drone targeting, logistics coordina-
tion, cybersecurity monitoring, and governance 
systems. By processing large volumes of drone 
imagery and sensor data, AI improves situational 
awareness, shortens decision-making cycles, and 
reduces the cognitive burden on operators, en-
abling faster responses in high-pressure combat 
environments.

In this context, the Ministry of Defense of 
Ukraine established the Defense AI Center “A1,”9 

AI has become a key enabler of 
Ukraine’s wartime innovation 
landscape. Notably, AI 
development in Ukraine is 
highly decentralized. Startups, 
volunteer programmers, 
military units, and private 
technology companies 
contribute directly to iterative 
innovation processes, creating 
a flexible but complex 
technological environment.
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with the support of the Government of the United 
Kingdom (UK). The initiative reflects a broader 
shift toward operational integration of AI in 
warfare, focusing on tools capable of predicting 
adversary behavior, strengthening resilience 
against electronic warfare (EW), and accelerating 
battlefield decision-making speed across domains. 
It is designed as a coordination hub linking 
the military, the tech sector, and international 
partners to accelerate the deployment of  
AI-enabled defense solutions.10

Notably, AI development in Ukraine is highly 
decentralized. Startups, volunteer programmers, 
military units, and private technology compa-
nies contribute directly to iterative innovation 
processes, creating a flexible but complex tech-
nological environment. This distributed model 
enables rapid experimentation and deployment, 

while also introducing challenges related to  
interoperability, standardization, and coordina-
tion across actors.

At the same time, decentralization is supported 
by active state coordination. Institutions such 
as the Ministry of Digital Transformation, the 
Ministry of Defense, BRAVE1,11 and the Defense 
AI Center “A1” provide funding mechanisms, 
testing environments, procurement support, and 
direct links between frontline units and develop-
ers. Rather than controlling innovation through 
rigid centralized structures, the Ukrainian state 
functions as an enabling platform connecting mil-
itary demand with private-sector and volunteer 
innovation.

This hybrid model combines the flexibility  
of decentralized experimentation with the  
scaling capacity of state institutions. Ukraine’s 
experience demonstrates that AI in modern  
war functions not only as a tool of  
automation, but also as a broader infrastruc-
ture for adaptive decision-making under crisis  
conditions.

Wartime Innovation and Industrial 
Adaptation
Defense Innovation and Industrial Scaling  
Under Pressure
Since 2022, Ukraine’s defense innovation base has 
expanded rapidly, transforming from fragmented 
initiatives into a scalable industrial system. The 
number of defense technology companies has grown 
to approximately 1,500, with some firms reaching 
annual revenues of up to USD 150 million.12

This reflects the emergence of a scalable 
wartime innovation economy. While drone 
systems remain the most visible component of 
this transformation, the capability spectrum 
also includes EW tools, AI-enabled targeting 

Ukraine is also integrating its 
innovation ecosystem with 
European defense structures. 
In April 2026, Ukraine and the 
EU launched BraveTech EU, 
a joint initiative focused on 
defense innovation, weapons 
development, and the scaling 
of emerging technologies. The 
initiative reflects Ukraine’s 
growing role not only as a 
recipient of security assistance, 
but also as an active contributor 
to European defense innovation 
and industrial adaptation.
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technologies, autonomous logistics platforms, 
and advanced communications infrastructure. 

Innovation is driven by constant interaction 
between frontline units and developers, ensuring 
close alignment between operational needs and 
technological production. This significantly 
compresses the time between concept 
development, testing, adaptation, and battlefield 
deployment.

Technological creativity extends beyond high-
end systems. Ukraine has used 3D printing for 
rapid repairs and modernized legacy equipment 
through digital integration.13 At the same time, a 
wide range of solutions, from remote-controlled 
weapon systems to anti-drone technologies and 
thermal protection equipment, demonstrates 
how necessity drives both gradual and disruptive 
innovation. 

As noted by Ukraine’s Minister of Defense, 
Mykhailo Fedorov, Ukraine has withstood 
massive missile and drone attacks while 
significantly improving interception rates—
approximately 80 percent for cruise missiles and 
nearly 90 percent for drones—highlighting the 
role of technological adaptation in strengthening 
national resilience.14 Ukraine is also expanding 
domestic precision-strike capabilities. On May 
18, 2026, Fedorov announced that Ukraine’s first 
domestically developed glide bomb was ready for 
combat deployment,15 reflecting broader efforts 
to reduce dependence on foreign systems and 
strengthen indigenous strike capabilities.

Technology and the Human Dimension  
of Warfare
Ukraine’s wartime adaptation combines auto-
mation, robotics, and unmanned systems with 
a broader effort to reduce battlefield casualties 
and preserve scarce manpower. During Ukraine’s 
Defense Industry Day in April 2026, President 

Zelenskyy emphasized the growing role of un-
manned systems in modern warfare:

“The future is already on the front line—and 
Ukraine is building it. These are our ground robotic 
systems. For the first time in the history of this 
war, an enemy position was taken exclusively by 
unmanned platforms—ground systems and drones. 
The occupiers surrendered, and the operation was 
carried out without infantry and without losses on 
our side…In other words, lives were saved more 
than 22,000 times when a robot went into the most 
dangerous areas instead of a warrior. This is about 
high technology protecting the highest value—human 
life. Ukraine is not just keeping up with change—
Ukraine is among the leaders in the development of 
security technologies.”

Electronic warfare functions 
not only as a tactical domain 
but also as a structural 
force shaping the pace and 
direction of technological 
innovation. Continuous 
jamming, signal disruption, and 
countermeasures have created 
an environment in which 
technological advantages 
are inherently temporary. 
Every innovation is rapidly 
countered, generating a cycle 
of continuous adaptation. This 
largely invisible contest is 
fundamental to understanding 
modern warfare.
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In the same address, Zelenskyy showcased more 
than 50 domestically developed systems, including 
drones, missiles, robotic platforms, naval drones, 
and air defense solutions, illustrating Ukraine’s 
rapid transition toward unmanned, multi-
domain warfare and its capacity to innovate 
simultaneously across land, air, and maritime 
domains.16

Institutionalizing Innovation: Coordination  
and Scale
While decentralized innovation remains a defin-
ing feature of Ukraine’s wartime adaptation, the 
country has increasingly institutionalized coordi-
nation mechanisms designed to scale successful 
technologies and accelerate their adoption across 
the defense sector.

The BRAVE1 platform plays a pivotal role in 
this process, acting as a bridge between military 
demand and technological supply. By facilitating 
collaboration between developers, companies, 

and defense institutions, BRAVE1 accelerates the 
transition from prototype to deployment. This 
reduces bureaucratic delays and enables faster 
scaling of successful innovations.

Importantly, this institutionalization does not 
replace decentralization. Instead, it provides 
a structure through which diverse actors can 
operate more effectively. The challenge lies in 
maintaining the flexibility that characterizes 
Ukraine’s innovation ecosystem while ensuring 
coherence, interoperability and scalability. 

Ukraine is also integrating its innovation ecosys-
tem with European defense structures. In April 
2026, Ukraine and the EU launched BraveTech 
EU, a joint initiative focused on defense innova-
tion, weapons development, and the scaling of 
emerging technologies.17 The initiative reflects 
Ukraine’s growing role not only as a recipient of 
security assistance, but also as an active contrib-
utor to European defense innovation and indus-
trial adaptation.

At the same time, Ukraine’s innovation network is 
becoming increasingly internationalized. Emerg-
ing partnerships, including cooperation with Gulf 
states in drone technologies, point to the global 
diffusion of wartime innovation practices.18 A 
notable example is a Ukrainian-Japanese initia-
tive to produce low-cost interceptor drones, cost-
ing about USD 2,500, designed to counter mass 
drone attacks. Targeted in part at Gulf markets, 
these systems illustrate how Ukrainian wartime 
innovation is redefining the cost-efficiency and 
accessibility of air defense systems.19

Transformation of Warfare: Drones, 
Iteration, and Electronic Warfare
From Heavy Platforms to Agile Systems
One of the most visible transformations in 
Ukraine’s wartime adaptation is the shift from 

A defining characteristic 
of Ukraine’s wartime 
adaptation is the integration 
of civil society into defense 
innovation. Volunteer 
networks, engineers, 
and private citizens 
contribute directly to the 
development and deployment 
of technologies, often 
operating at the intersection 
of civilian expertise and 
military necessity.
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platform-centric to system-centric warfare. 
Traditional heavy platforms, including tanks and 
naval assets, remain relevant but are becoming 
more vulnerable to low-cost unmanned systems. 

Relatively inexpensive drones are now capable 
of neutralizing equipment that requires years 
and substantial resources to produce.20 This 
asymmetry has reshaped the economics of warfare 
and forced a reconsideration of force structures.

Ukraine has responded by scaling production and 
diversifying its unmanned capabilities. Prior to 
the full-scale invasion, the country had a limited 
number of drone manufacturers. Today, it has de-
veloped a vast industrial base capable of produc-
ing millions of drones annually, from reconnais-
sance platforms to long-range strike systems.21

This expansion reflects a strategic shift toward 
quantity, adaptability, and rapid deployment. 
Ukraine’s response has been both pragmatic and 
ambitious. Rather than attempting to compete 
symmetrically with a larger adversary, it has 
embraced a model based on scale, diversity, and 
flexibility. 

The country has developed a broad range of un-
manned systems, from small first-person-view 
(FPV) drones to long-range strike platforms and 
maritime systems capable of challenging Russian 
naval operations. Ukraine has effectively built an 
“army of drones,” integrating domestic produc-
tion with international support.22 Naval innova-
tion further reinforces this trend, with unmanned 
systems challenging traditional assumptions of 
maritime dominance in the Black Sea.23 

The result is a redefinition of military power, 
where effectiveness comes from interconnected 
networks of systems rather than from individual 
platforms alone.

Iteration in Practice: From Improvisation to 
Serial Production
Ukraine’s innovation model is often described 
as improvisational, but its defining feature is 
continuous iteration. Early battlefield adaptations 
have evolved into more standardized and scalable 
solutions through repeated cycles of testing and 
refinement.

First-person-view drones exemplify this process. 
Initially assembled from commercial components, 
they have been transformed into highly effective 
strike systems through incremental improvements 
informed by battlefield experience. This process 
is now moving toward industrialization. The 
development of serially produced military drones 
signals a transition toward standardization, 
allowing for faster scaling, more efficient training, 
and greater operational reliability.24 

At the same time, experimentation continues with 
coordinated drone operations and early swarm 
capabilities, reflecting the ongoing evolution of 
unmanned warfare.25 

Electronic Warfare as a Driver of Continuous 
Technological Adaptation
EW constitutes one of the most decisive yet less 
visible dimensions of the war. Continuous jamming, 
signal disruption, and countermeasures have 
created an environment in which technological 
advantages are inherently temporary. 

Every innovation is rapidly countered, generating 
a cycle of continuous adaptation. This dynamic 
has driven rapid advances in autonomous 
navigation systems, resilient communication 
protocols, and AI-assisted targeting systems.

EW thus functions not only as a tactical domain 
but also as a structural force shaping the pace and 
direction of technological innovation across the 
entire defense ecosystem. This largely invisible 
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contest is fundamental to understanding the 
evolution of modern warfare.26 It also underscores 
the importance of resilience—not only in physical 
systems but also in communication and control 
architectures.

Society, Information, and Distributed 
Resistance
Innovation from Below: Volunteers as Force 
Multipliers
A defining characteristic of Ukraine’s wartime ad-
aptation is the integration of civil society into de-
fense innovation. Volunteer networks, engineers, 
and private citizens contribute directly to the de-
velopment and deployment of technologies, often 
operating at the intersection of civilian expertise 
and military necessity.

Organizations such as Aerorozvidka27 and inter-
national initiatives like Defense Tech for Ukraine28 
illustrate how grassroots efforts can evolve into 
operational capabilities. Crowdfunding plat-
forms, including President Zelenskyy’s United24 
initiative,29 channel global support into concrete 
outputs, from drones to protective equipment.

Volunteer engagement is not limited to techno-
logical development. Civilian-led drone-hunting 
units have emerged, actively targeting enemy 
UAVs and contributing directly to air defense ef-
forts. These groups operate alongside formal mil-
itary structures, blurring the line between civilian 
and combat roles.30

The impact of this societal mobilization is not 
only material but also cultural. Innovation be-
comes a shared endeavor embedded within a 
broader narrative of national resistance and re-
silience. Even modest contributions can have sig-
nificant battlefield effects. 

In August 2025, a Ukrainian long-range drone 

struck a Russian early-warning radar system ap-
proximately 1,800 kilometers from the border. 
Developed domestically within only a few years, 
this capability illustrates the speed with which 
Ukraine’s innovation system translates experi-
mentation into strategic reach.31

Yet decentralization also creates challenges related 
to coordination, interoperability, accountability, 
and legal frameworks. The integration of civilian 
actors into military innovation processes raises 
broader questions regarding governance and 
the future relationship between civil society and 
defense structures in modern warfare.

Information, OSINT, and the Transparency  
of War
The war in Ukraine has also demonstrated the 
growing importance of open-source intelligence 
(OSINT), which has become an integral part of 
both military operations and public understanding 
of the war.32  

Ukraine’s experience 
challenges traditional 
European approaches to 
defense innovation, which 
have often prioritized stability 
and long-term planning. 
In high-intensity conflict 
environments, however, 
adaptability and speed 
of iteration become more 
important than optimization 
or long-term predictability.
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The widespread use of social media, satellite 
imagery, and digital platforms has created an 
unprecedented level of transparency. The ability 
to collect, verify, and analyze open-source data 
has become a critical capability. 

This development has both advantages and risks. 
On the one hand, it enhances situational aware-
ness and enables rapid dissemination of informa-
tion. On the other hand, it creates vulnerabilities 
related to disinformation and information over-
load.

Ukraine’s experience illustrates how information 
itself has become both a strategic asset and a 
contested operational domain within modern 
warfare.

Policy Implications and 
Recommendations
Ukraine’s wartime adaptation offers several 
important lessons for Europe and NATO.

First, defense procurement and innovation 
cycles must become significantly faster and more 
flexible. Traditional acquisition models are often 
too slow for high-intensity war environments 
characterized by rapid technological change.

Second, governments should strengthen civil-mil-
itary innovation ecosystems by improving coop-
eration between defense institutions, startups, 
universities, private industry, and volunteer net-
works.

Third, digital governance systems and cybersecu-
rity infrastructures should increasingly be treated 
as core elements of national security architecture 
rather than as purely administrative functions.

Fourth, Europe and NATO should expand de-
fense-industrial cooperation with Ukraine, par-

ticularly in drones, AI-enabled systems, EW, and 
autonomous technologies.

Finally, NATO interoperability frameworks 
must adapt to emerging forms of warfare shaped 
by low-cost systems, decentralized innovation, 
AI integration, and continuous technological 
iteration.

Conclusion: Innovation as a Structural 
Condition of Modern War and 
Implications for European Security
Ukraine’s experience challenges traditional Eu-
ropean approaches to defense innovation, which 
have often prioritized stability and long-term 
planning. In high-intensity conflict environments, 
however, adaptability and speed of iteration be-
come more important than optimization or long-
term predictability. The Ukrainian model high-
lights the importance of these qualities, alongside 
integration across sectors. It demonstrates how 
decentralized innovation can enhance resilience 
while also raising questions about coordination 
and sustainability.

For Europe, this suggests the need to rethink 
existing defense and security frameworks to 
better integrate rapid innovation cycles, cross-
sectoral collaboration, and dual-use technological 
systems. This may require rethinking procurement 
processes, encouraging experimentation, and 
strengthening links between civilian and military 
innovation actors. 

It also includes embedding cyber resilience, AI 
capabilities and digital governance systems more 
deeply within national and European security 
architectures. At the same time, Europe must adapt 
these lessons in a way that preserves institutional 
stability and democratic accountability.

For NATO, Ukraine shows the need to adapt 
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to faster innovation and more flexible forms 
of warfare. This means improving interopera-
bility, strengthening civil-military cooperation, 
and scaling cost-effective technologies such as 
drones, AI-enabled systems, and EW technolo-
gies. Emerging partnerships, such as Ukraine’s 
joint drone production initiative with Norway, 
illustrate how allied cooperation can accelerate 
industrial scaling and capability development.33 
It also highlights that resilience, across cyber, in-
dustry, and society, must be central to collective 
defense.

Ukraine’s wartime transformation demonstrates 
that innovation is no longer a discrete phase of 
defense planning but a continuous condition 
of survival under pressure. The convergence of 
digital governance, cybersecurity, AI, quantum-
relevant technologies, volunteer mobilization, 
and industrial-scale defense production illustrates 
the emergence of a new model of state adaptation.

“Innovation under fire” thus captures this trans-
formation. In modern warfare, resilience depends 
not on superiority in any single domain but on 
the ability to adapt continuously across techno-
logical, institutional, industrial, and societal do-
mains.
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