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Introduction
Over the past decade, the phrase “as open as 
possible and as closed as necessary” has become 
a common shorthand in discussions of research 
security.1 Often paired with calls to “balance 
openness and security,”2 it is now embedded in 
policy documents,3 institutional guidelines,4 and 
international frameworks5 across the G7, the 
European Union, and beyond. Horizon Europe 

itself, which the European Commission describes 
as “designed to be as open as possible and as 
closed as necessary,” reflects this framing.6

While well intentioned, this framing has unin-
tended consequences that go beyond mere lin-
guistic precision. The language used to describe 
the relationship between openness and security 
shapes how researchers, institutions, and securi-
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The phrase “as open as possible and as closed as necessary” originated in 2016 as guidance for research data 
governance under the EU’s Horizon 2020 Open Research Data Pilot. Over the following decade, it migrated 
into national security guidelines, international policy frameworks, and institutional guidance as a governing 
principle for international research collaboration itself. This migration has had unintended consequences. 
Applied to collaboration rather than data, the phrase’s binary logic implies a zero-sum relationship between 
openness and security—one in which more of one requires less of the other. This framing alienates researchers 
who experience security measures as threats to their professional freedom, while simultaneously providing 
institutional cover for security services to overcorrect toward restriction. This issue brief argues that openness 
and security are not competing goals but complementary and mutually reinforcing ones, and offers four 
recommendations for revising policy language to reflect that reality and better support the international research 
ecosystem it is meant to protect.
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ty services understand their respective roles and, 
crucially, whether they see themselves as part-
ners or adversaries in the same project. When the 
dominant metaphor is one of finding a balance 
or a trade-off between two competing goals, the 
practical effect is often that security is understood 
as a constraint on collaboration rather than an 
enabler of it.7 Researchers interpret calls suggest-
ing that it may be “necessary” to “close” their 
activities as pressure to limit their international 
partnerships.8 Security communities, applying the 
same binary framing, are inclined to err toward 
greater restriction when the framing suggests that 
restriction is the primary or only instrument of 
protection. Institutions caught between these two 
orientations struggle to develop coherent, work-
able policies that serve both while also arguing 
that the approach fails to allow for the necessity 
of academic freedom and open science.9

A reconsideration of this language is overdue, 
not as an abstract intellectual exercise, but be-

cause the framing actively undermines the goals 
it is meant to serve. At a moment when inter-
national research collaboration is under pressure 
from multiple directions—geopolitical competi-
tion, foreign interference, and the securitization 
of scientific fields—the last thing the research 
community needs is policy language that inad-
vertently reinforces the perception that security 
and collaboration are in fundamental tension, if 
not entirely incompatible. Getting this language 
right is a precondition for getting the implemen-
tation right.

From Data Governance to  
Research Collaboration
The phrase “as open as possible, as closed as nec-
essary” was introduced in the context of the Euro-
pean Union’s Horizon 2020 Open Research Data 
(ORD) Pilot, which was initially implemented in 
the 2014–2016 Work Programmes and formally 
extended across all thematic areas in the 2017 
Work Programme.10 The ORD Pilot specifies that 
Data Management Plans must describe how data 
will be handled, including which datasets will be 
made open, which will be restricted or closed, 
and the reasons for limiting access (e.g., security, 
privacy, or intellectual property).11 In this origi-
nal context, the formulation was both practical 
and appropriate because it addressed a real but 
distinct problem concerning data access under 
specific conditions.

Its adoption in research integrity frameworks 
followed logically. The ALLEA (All European 
Academies) 2023 revision of the European Code 
of Conduct for Research Integrity, for example, 
applies the phrase to proposed data management 
practices, aligning it with FAIR principles — 
ensuring that data are Findable, Accessible, 
Interoperable, and Reusable:

“Researchers, research institutions, and 
organisations ensure that access to data 
is as open as possible, as closed as neces-

In the years since its inception, 
the phrase “as open as possible, 
as closed as necessary” 
has been repurposed well 
beyond its original domain 
and intent. It now appears in 
national security guidance 
and international policy 
statements to describe not only 
data governance, but also as 
a governing principle for the 
broader conduct of international 
research collaboration.
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sary, and where appropriate in line with 
the FAIR Principles (Findable, Accessi-
ble, Interoperable and Reusable) for data 
management.”12

In the years since its inception, however, the 
phrase has been repurposed well beyond its 
original domain and intent. It now appears in 
national security guidance and international 
policy statements to describe not only data 
governance, but also as a governing principle for 
the broader conduct of international research 
collaboration. Canada’s 2019 National Security 
Guidelines for Research Partnerships was among 
the first to extend the principle to the research 
ecosystem as a whole:

“To ensure the Canadian research ecosys-
tem is as open as possible and as secure as 
necessary, the Government of Canada is 
introducing the National Security Guide-
lines for Research Partnerships.”13

The 2021 G7 Research Compact applied it in 
the same way, as a guiding principle for effective 
international collaboration:

“Openness, reciprocity and cooperation 
are shared G7 values. We commit to work 
together to uphold and protect the princi-
ples that underpin effective international 
collaboration that is as open as possible 
and as secure as necessary.”14

The European Council blurred the lines in 
2024, including “as open as possible, as closed 
as necessary” as a principle for Responsible 
Internationalisation in its Proposal for a Council 
Recommendation on Enhancing Research 
Security, and in the final Council Recommendation 
itself.15 The principle as written is unclear about 
whether the phrase applies to research outputs 
only or to international cooperation itself:

“continue to promote and encourage in-
ternational cooperation in research and 

innovation that is both open and secure, 
in line with the principle ‘as open as possi-
ble, as closed as necessary’, ensuring that 
research outputs are findable, accessible, 
interoperable and reusable (FAIR), with 
due consideration to applicable restric-
tions, including security concerns.”16

And in a 2025 public statement, the International 
Science Council (ISC) took it as a given that the 
phrase is being applied to the practice of science 
itself:

“Science also plays an important role 
in nations advancing their economic, 
security, and geostrategic goals. The 
increasingly used policy mantra of science 
being “as open as possible and as closed as 
necessary” must not be extended beyond 
legitimate need.”17

The phrase is now repeated across Europe 
in frameworks and guidance documents as a 
“guiding principle” of international collaboration 
with little to no reflection on its origins or its 
binary nature. It has been used liberally in recent 
years in speeches,18 conference panels,19 and 
the media20 to describe the ideal collaborative 
research ecosystem, almost always separate from 
any mention of data, outputs, or the FAIR model 

Framing research partnerships 
as something that must be 
either “more open” or “more 
closed” implies a zero-sum 
relationship between openness 
and security. The underlying 
message—whether intended 
or not—is that increasing one 
requires sacrificing the other.
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from which it emerged. This conflation—and 
subsequent shift in application—has blurred 
an important distinction, one that matters in 
practice.

The Limits of a Binary Framework
When applied to data management, the phrase 
captures a real tension, and the binary quality 
it implies is not entirely wrong in that context. 
Digital data is, at its most fundamental level, 
either shared or not. A datum is released or 
withheld. A digital file is transmitted or it stays 
put. Arrangements that appear to complicate 
this—anonymized datasets, tiered access, aggre-
gated outputs—are still binary at each decision 
point: specific data elements are shared, or they 
are not. An analyst who receives confidential 
income data and then produces and shares an 
aggregated summary is not sharing the under-
lying data. They are sharing new data of their 
own creation, derived from data they received 
under restricted conditions. The original restric-
tion still holds. 

So in the domain of data governance for which 
it was designed, the phrase’s binary logic is not 

a distortion. It reflects something real about how 
data access decisions work. The question at each 
juncture is the same: share this, or don’t.

Research collaboration, however, does not 
function in the same way.21 Framing research 
partnerships as something that must be either 
“more open” or “more closed” implies a zero-
sum relationship between openness and security. 
The phrasing itself conjures the image of a door or 
a window: in order for either to be more closed, 
it must be less open. The underlying message—
whether intended or not—is that increasing one 
requires sacrificing the other. This is the very 
definition of a zero-sum game.

This is where the migration of the phrase beyond 
the realm of data governance becomes genuinely 
problematic. In the case of a dataset with multiple 
elements, the more of it that cannot be shared, 
the less of it that can. A visual of a dial, a door, 
or a spectrum—with “open” at one end and 
“closed” at the other—is arguably an accurate 
representation of a data access decision. The 
same visual is not an appropriate representation 
of a complex research collaboration. It is a 
misrepresentation that carries real consequences.

For researchers, this framing can be consequential 
and alarming. Scientists’ professional identities 
and career trajectories are built around open 
exchange—publications, citations, international 
collaboration, freedom of inquiry, and related 
practices. If openness is associated with scientific 
productivity and career advancement, while 
security is presented as a constraint that limits 
that openness, then calls to “balance” the two 
will be interpreted, consistently and predictably, 
as a demand to limit collaboration and thus 
damage both scientific careers and science itself.22 
This is not a misreading of the policy intent. It 
is a natural and rational interpretation of the 
language as written.

The result is that researchers 
believe security services and 
government officials simply 
do not understand their work 
or how science operates, 
while security services 
and government officials 
wonder why researchers are 
so naive about the threats 
that are all around them.
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The consequence is increased friction that un-
dermines the very outcomes the policy and mes-
saging should be trying to achieve. Researchers 
who understand security measures as threats to 
their professional freedom become skeptical and 
resistant, or they choose to forgo external col-
laborations altogether. Institutional administra-
tors caught between security requirements and 
faculty concerns struggle to implement coherent 
policies. Trust between the scientific community 
and the government and security communities 
erodes—not because either side is acting in bad 
faith, but because the framing has pre-loaded the 
conversation with an adversarial structure that 
need not be there.

From the other side, security services and gov-
ernment officials operating within a “balance” 
conceptualization face a structurally different but 
equally problematic dynamic. If openness and se-
curity are understood as competing values on the 
same dial, then any given level of openness can 
be reframed as a security gap to be closed. Risk-
averse institutions—and security organizations 
are, by their nature, risk-averse23—will tend to 
resolve the balance in the direction of restric-
tion.24 Not necessarily because they are indiffer-
ent to the value of scientific collaboration, but 
because the framing tells them that more closure 
means more security, and more security is their 
mandate. The binary framing, in other words, 
provides institutional cover for overcorrection 
in a direction that potentially harms the research 
ecosystem itself without necessarily making it 
more secure.

The result is that researchers—trained to share 
and collaborate openly—believe security services 
and government officials simply do not under-
stand their work or how science operates,25 while 
security services and government officials—
whose daily work involves protecting informa-
tion and absolutely NOT sharing their work 

products—wonder why researchers are so naive 
about the threats that are all around them.26

The effect of this on actual research collaboration 
is visible, even if difficult to quantify precisely. 
International partnerships have been abandoned 
or never initiated due to researchers’ concerns 
about security compliance burdens.27 Foreign 
students and researchers have faced increased 
vetting delays, visa restrictions, and reputational 
risks that deter participation in collaborative 
programs.28 Funding agencies have introduced 
compliance requirements that, while individually 
defensible, collectively add transaction costs that 
fall disproportionately on smaller institutions 
without dedicated research security offices.29 
None of these outcomes is inevitable; but all of 
them are made more likely by a framing that 
positions security as a constraint on openness 
rather than a precondition for it.

In reality, a strong partnership is both open and 
secure—as the European Council’s own Propos-
al for a Council Recommendation on Enhanc-
ing Research Security states directly.30 The fully 
transparent nature of real openness creates the 

Secure and transparent 
partnerships that operate under 
clear, known, and agreed-upon 
constraints generate confidence 
among collaborators and their 
funders, and that confidence 
supports more robust and open 
exchange. From this perspective, 
research security need not be 
a constraint on collaboration 
but rather an enabler of it.
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foundation for a secure partnership. And in prac-
tice, the more transparency and trust partners 
share and the more they know about one anoth-
er’s connections and constraints, the more open 
they can be with one another.31 Genuine securi-
ty—built on clear norms, mutual accountabili-
ty, and transparent processes—can expand the 
space for collaboration rather than contracting 
it. The phrase “as open as possible, as closed as 
necessary” cannot encompass this reality.

Openness and Security as 
Complementary Goals
An alternative perspective is already present in 
policy discussions, though it has not yet displaced 
the dominant framing: openness and security are 
not competing objectives, but complementary 
and mutually reinforcing ones.

This principle was articulated in the G7 Common 
Values and Principles on Research Security and 
Research Integrity, which emphasizes directly that 
“[o]penness and security are not contradictory 
but complementary and mutually reinforcing.”32 
Secure and transparent partnerships that operate 
under clear, known, and agreed-upon constraints 
generate confidence among collaborators and 
their funders, and that confidence supports more 
robust and open exchange. An institution that 
can credibly demonstrate that it has effective 
research security practices—that it knows who 
its partners are, what guides and constrains 
them, what is being shared with whom, and 
under what conditions—is an institution that 
other serious research institutions would want to 
work with.33 Security, in this framing, is not the 
limiting factor of collaboration; it empowers a 
more open partnership.

From this perspective, research security need not 
be a constraint on collaboration but rather an 
enabler of it. Its purpose is to ensure that interna-

tional partnerships remain viable, trustworthy, 
reciprocal, and resilient in the face of evolving 
risks. The alternative—a research ecosystem that 
is nominally open but practically vulnerable to 
foreign interference and coercion, intellectual 
property theft, and the systematic exploitation 
of open science principles by actors who do not 
share its accepted norms—is merely less protect-
ed, and over time less sustainable. In the new 
geopolitical climate, without effective research 
security measures, the long-term viability of 
open scientific exchange—one of the primary en-
gines of continued economic growth and public 
welfare—would be far less certain.

This is a point that deserves to be made with 
particular force to government officials and pol-
icymakers, for whom the zero-sum framing may 
seem intuitive. Security spending is typically 
measured against threats prevented, not by the 
number of secure collaborations enabled.34 Re-
search programs that function well and produce 
valuable international partnerships are largely 
invisible in the metrics of security success.35 The 
argument that investment in research security 
can expand rather than contract the collabo-
rative space requires active and sustained com-
munication—and that communication is made 
harder, not easier, by language that reinforces a 
trade-off narrative.

It is also worth noting what the complementarity 
framing asks of both sides. It asks the research 
community to accept that not all research is 
equally targeted, that not all international 
partners present equivalent risk profiles, and that 
taking security seriously is an act of professional 
responsibility rather than political compliance. 
And it asks the security community to accept that 
the disruption of research collaboration is itself 
a national security cost, that overcorrection has 
potentially severe consequences, and that the goal 
of research security policy should be a thriving, 
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resilient international research ecosystem—not 
the minimization of all international exchange.

These points have been lost in the current 
discourse.

Toward More Effective Policy 
Language
If research security is intended to support, pro-
tect, and enable collaboration, then the lan-
guage used to describe it should reflect that goal. 
Phrases that imply trade-offs—however uninten-
tionally—can obscure the broader objective of 
strengthening and improving international re-
search partnerships and alienate the very people 
whose participation is essential to achieving it.

A more constructive approach would emphasize 
integration rather than balance: how openness 
and security can be advanced together 
through clear norms, transparency, and shared 
responsibility. Rather than asking which of 
two values should be prioritized, or how much 
of one should be sacrificed for the other, the 
more productive question is: what institutional 
conditions, partnership frameworks, and 
shared practices allow both to be pursued 
simultaneously?

A baker’s analogy is apt here. Making a cake does 
not require a baker to weigh flour against sugar 
and reduce one to compensate for the other. It 
requires measuring out the right amount of each, 
understanding how they interact, and combining 
them to produce the desired result. The skill is not 
in the trade-off but in the integration. Effective 
research security policy works the same way: it 
asks not how much openness must be sacrificed 
for security, but what combination of practices, 
knowledge, norms, and frameworks in a given 
context produces research collaboration that is 
genuinely both.

The phrase “as open as possible, as closed as 
necessary” may retain utility in its original 
domain of data governance, where it describes a 
real set of practical decisions about information 
access. Its use as a governing principle for research 
collaboration more broadly, however, should 
be reconsidered—not because the underlying 
concern is wrong, but because the framing is 
working against the goal it is meant to serve.

Recommendations

The following recommendations are offered to 
policymakers, institutional leaders, and research 
funders who wish to move toward a more 
effective framework:

1. Retire the binary, zero-sum framing from 
research collaboration policy. The phrase 
“as open as possible, as closed as necessary” 
should be used only in its original context of 
data governance and data access decisions, 
where it retains some level of precision and 
utility. Its application to international research 
collaboration as a whole should be actively 
discouraged in future policy documents, guidance 
frameworks, and public communication. Where 
the phrase has already been embedded in existing 
frameworks, a revision note clarifying its proper 
scope would be appropriate.

2. Adopt explicit complementarity language. 
Policy documents, institutional guidelines, 
and international frameworks should shift 
to language that reflects the complementary 
relationship between openness and security. The 
G7 Common Values and Principles formulation—
that openness and security are not contradictory 
but complementary and mutually reinforcing—
provides a model. “Open and secure” rather than 
“more open or more closed” should become the 
governing frame.
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3. Make the argument for security as an 
enabler explicit and persistent. Government 
agencies, funding bodies, and research security 
offices should invest in communication that 
frames research security as a needed condition 
for sustainable collaboration in this era of 
geopolitical competition and obfuscated 
intentions, not a constraint on it. This argument 
should be made directly and specifically to 
government officials, parliamentary committees, 
and institutional boards, where the zero-
sum framing is most likely to be understood 
and influence resource allocation and policy 
decisions.

4. Evaluate research security policy against 
collaboration outcomes, not only compliance 
metrics. If the goal of research security is a thriving, 
resilient international research ecosystem, then 
policy effectiveness should be measured partly 
by whether secure international partnerships 
are growing, functioning well, and producing 
high-quality research with trusted partners—not 
only by whether compliance requirements are 
being met. Building these outcome metrics into 
research security evaluation frameworks would 
provide a corrective to the tendency toward 
overcorrection.

Conclusion

The evolution of the phrase “as open as 
possible and as closed as necessary” illustrates 
how policy language can be sretched well 
beyond its original purpose and, in doing 
so, create problems it was never designed to 
address. Originating as practical guidance for 
data access decisions, the phrase has become a 
governing metaphor for international research 
collaboration itself—with consequences for how 
researchers, institutions, and security services 
understand their relationship to each other and 
to the broader project of open science.

Reframing the conversation around the 
complementarity of openness and security offers 
a more resilient and more accurate path forward. 
The goal of research security policy is not to find 
the right point on a spectrum between openness 
and closure. It is to build the institutional 
conditions—transparent norms and constraints, 
accountable practices, trustworthy partnerships—
under which international research collaboration 
can be both genuinely open and genuinely secure. 
These are not competing destinations. They are 
the same destination, reached by the same road.

By emphasizing how these principles work 
together, and by revising the language used to 
describe them, policymakers can better support 
the international research ecosystem they seek 
to protect—one in which collaboration is not 
constrained by security, but strengthened and 
enabled by it.
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