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South Korea is experiencing a rise in digital sex crimes, a trend likely linked to the growing number of

young men expressing anti-feminist and sexist views toward women. Fueled by online forums known as
the “manosphere,” groups of men including a significant number of boys aged 10 to 14 congregate in

these spaces to share misogynistic sentiments. Some users exploit the anonymity of the internet to commit
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digital sex crimes against women. These offenses vary in severity, ranging from voyeurism to sextortion.
The emergence of advanced Al technologies has further enabled such crimes, presenting new challenges
for authorities in Seoul. As South Korea grapples with the escalating threat of digital sex crimes, this
issue brief discusses how Seoul must go beyond strengthening legal and investigative measures and also
implement systemic societal reforms and proactive prevention strategies. 1o prevent these crimes from
occurring in the first place, Seoul must address the underlying social attitudes and misogyny that enable
them, as well as take steps to raise public awareness and establish social intolerance towards such gender-

based violence.

Introduction trend is mirrored in the rise of digital sex crimes
According to the Ministry of Gender Equality against women in South Korea, a development
and Family’s 2024' nationwide study on likely linked to the growing number of young
violence against women, more than one-third men expressing anti-feminist and sexist views,
of Korean women had suffered a violent act at often reinforced and spread through online
least once in their lives. Using the same criteria communities. In a very short time span, digital
as in 2021, the rate in 2024 increased by 0.9 sex crimes have evolved from covert cameras in
percentage points to 35.8 percent. This upward hotel rooms and public restrooms to include Al-

Institute for Security &
Development Policy



generated images and videos of women engaging
in sexual acts.

Recent cases of digital sex crimes, including
deepfakes generated by artificial intelligence
(Al) and their usage, reveal that these crimes
are not just sexual in nature, but also meant
to demean, humiliate, blackmail and silence
women. One of the most recent cases pertains to
an online sexual extortion ring known as “The
Vigilantes”, which operated via Telegram from
May 2020 until early 2025. At least 234 victims
have been identified, 159 of whom are minors.

In response to the surge in digital sex crimes,
Seoul is currently attempting to adjust to the
new reality through the implementation of new
legislation. Nevertheless, given the dynamic
nature of Al advancements, ongoing vigilance
and continuous policy development are essential
to secure the rights of South Korean women,
who make up the majority of victims. Although
men can also be subjected to digital sex crimes,
an unproportionate number of these crimes are
committed by men against women, reflecting
the gendered dimension of these offenses. To
effectively prevent digital sex crimes against
women, Seoul must go beyond legislation. It
must address the growing anti-feminist and
misogynistic attitudes among young South
Korean men while promoting public education
and awareness about the nature and impact of
digital sex crimes.

The ‘Manosphere’- Endorsement of
Misogyny and Sexism in the Modern Age

Despite being a modern, contemporary nation
by many standards, South Korea’s societal
norms remain influenced by conservative
ideals that uphold traditional gender roles and
patriarchal ideas. While meaningful progress
has been made toward gender equality in recent
decades, there is also a growing number of men
who view efforts to address gender inequality as

Recent cases of digital sex
crimes reveal that these crimes
are not just sexual in nature,
but also meant to demean,
humiliate, blackmail and
silence women. One of the
most recent cases pertains

to an online sexual extortion
ring known as “The Vigilantes’,
which operated via Telegram
from May 2020 until early 2025.

a form of reverse discrimination.? Traditional
Confucian values still linger in society, shaping
expectations around gender roles where women
are often expected to prioritize family and
domestic responsibilities over career ambitions,
while men are typically seen as the primary
breadwinners.? These expectations are reinforced
by structural inequalities in employment,
political presentation, caregiving policies, and
persistent gender wage gaps.

This underlying societal environment has created
fertile ground for the rise of more radical
gender ideas, such as misogyny,* the hatred or
devaluation of, hostility to, or prejudice against
women, as well as anti-feminist campaigns. The
digital age has further enabled the spread of these
ideas. With cyberspace providing a platform for
communication and online communities, men
who hold anti-feminist and misogynistic views
can now gather in private online communities
to share their negative views on women. This
phenomenonisreferred toasthe “manosphere”’-a
wide range of men’s groups operating on the
internet that promote a narrow and harmful
definition of masculinity. These groups endorse
the notion that men are naturally dominant and
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that traditional gender roles are a “natural”
phenomenon. Online platforms such as forums,
social media, and YouTube have become breeding
grounds for radical anti-feminist discourse.
Certain communities deliberately target and
harass women, particularly those who publicly
advocate for gender equality. The rise of male-
centric communities amplifies these sentiments,
fostering an environment where misogynistic
views are normalized and widely accepted. This
cycle of negative sentiments towards women
perpetuates globally, including among South
Korean men, through these online spaces.

Nonetheless, some of these individuals have gone
a step further and started using the anonymity
given by the internet to commit crimes against
women, including digital sex crimes. According to
the National Police Agency, in 2024, 80 percent
of those apprehended for digital sex crimes were
minors and teenagers.® Of those, 25 percent were
under the age of 14 and therefore could not be
subject to criminal prosecution. After national

In response to the surge in
digital sex crimes, Seoul is
currently attempting to adjust
to the new reality through

the implementation of new
legislation. Nevertheless,
given the dynamic nature of
Al advancements, ongoing
vigilance and continuous policy
development are essential

to secure the rights of South
Korean women, who make

up the majority of victims.

newspapers like Hankyoreh increased their
coverage of digital sex crimes, South Korean
women’s rights activists went undercover on
social media sites’” and discovered that students
from over 500 middle and high schools across
the country had, to varying degrees, participated
in the production or possession of sexual
deepfake content involving their peers. It can
thus be argued that social media platforms and
the manosphere are cultivating an environment
where boys are socialized to sexually objectify
women and develop sexist and misogynistic
tendencies toward women at a young age.

Astheobjectificationand sexualization of women’s
bodies on the internet become increasingly
common and normalized, teenagers and young
boys who engage in such illegal internet activity
may not even fully realize the impact of their
actions. In these online environments, these
harmful actions are often framed as jokes or
challenges, while the anonymity and emotional
detachment of staying behind a screen can dull
moral judgment. Victims are reduced to images
and usernames, rather thanseenasrealindividuals.
As a result, many perpetrators fail to realize that
their actions extend beyond the online space,
causing victims not only psychological damage
such as anxiety, shame, and depression, but also
potential reputation damage from the spread
of non-consensual sexual content. With the
endorsement of thousands of other individuals in
the manosphere chatrooms, the exploitation of
women in digital spaces is spreading rapidly. It is
within this domain that South Korea finds itself
waging a tough and complicated battle against a
new wave of gender-based offenses online.

Surge in Digital Sex Crimes - Means
and Intent

Fueled by the manosphere and the anonymity of
the internet, South Korea has seen an alarming
increase in digital sex crimes such as illegal and
nonconsensual filming, the broadcast of intimate
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photos, cyber harassment and the creation of
deepfakes. According to data from the Sex Crime
Victims Support Center,® authorities deleted
243,855 unlawfully made and distributed sexual
pictures and videos in 2023, up by 30,855 from
213,000 in 2022. This points to an alarming
rise in victims of cyber-sex crimes. However, this
figure only reflects known incidences, and the
actual number is likely much higher, as many
victims remain silent due to fear of humiliation,
victim-blaming and societal judgement.

Digital sex crimes in South Korea have evolved
from covert cameras in hotel rooms and public
restrooms, known as molka,” to Al-generated
photographs and videos of women engaged
in sexual acts. Depending on the perpetrator’s
intent, the nature and method of these crimes
often vary. Molka crimes,'® for instance, are
voyeuristic in nature, with the footage being
sold to websites that profit by offering access to
unlawfully obtained or nonconsensual content.

By contrast, the infamous Nth Room case!! from
2020 revealed a more sadistic and degrading
dimension of digital sex crimes. The crimes
included “sextortion,”'?> the nonconsensual
misuse of sexual images to blackmail victims,
accompanied by threats of sharing the victim’s
personal information, including home address,
as well as threats of physical violence. With
the promise of employment opportunities, the
criminals would entice women and girls into
Telegram chat rooms. They would then persuade
the women to send personal information and
pictures of themselves, which were subsequently
used to threaten the women into performing
degrading acts of a sexual nature. Pictures
and videos of these acts were then sent to the
chatrooms as proof of compliance, serving as
additional blackmail material. Victims were
forced to perform acts such as licking dirty
public bathroom floors and sending explicit
pictures of themselves. In many cases, the victims
were compelled to watermark the images and

According to the National
Police Agency, in 2024, 80
percent of those apprehended
for digital sex crimes were
minors and teenagers. In
addition, an undercover
operation by women'’s rights
activists discovered that
students from over 500 middle
and high schools across

the country had, to varying
degrees, participated in the
production or possession

of sexual deepfake content
involving their peers.

refer to themselves as “slaves”,'3 demonstrating
the perpetrators’ hateful and domineering
intentions. The coerced pornographic content
was also distributed and sold in private Telegram
chat rooms.

In a case comparable to Nth Room, the most
recent known digital sex crime in South Korea
involves an online sexual blackmail ring
called “The Vigilantes”,'"* which is currently
being investigated and has had some of its
members recently indicted. Like in the Nth
Room case, the perpetrators utilized Telegram
for its data encryption and privacy features to
evade detection and police investigation. The
group’s ringleader was a man in his 30s, and
the organization included 14 members,"> with
11 of its members being teenagers and enrolled
in high school at the time of the crimes. As in
the Nth Room case, Vigilantes members would
obtain women’s personal information and then
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use it to persuade and blackmail their targets
by threatening to publish and spread sensitive
material involving the women participating
in sexual activities. Police discovered that the
perpetrators had enticed and sexually exploited
234 people, including 159 teenagers. Aside from
digital sextortion, at least 10 of the victims were
also sexually assaulted physically.

Both the Nth Room and Vigilantes cases
involved the use of Al-generated pornographic
content, commonly referred to as deepfakes.
These are becoming more common as offenders
can easily create them from the privacy of
their homes without the use of hidden cameras
or other invasive measures. As early as 2020,
the Nth Room members were creating and
sharing over 100 deepfake videos as well as
over 5,000 images using Al and footage from
hidden cameras.'® By 2024, police had received
946 reports of deepfake sex offenders but were
only able to detain 506 suspects. The majority
of both victims and perpetrators in known
deepfake crimes were minors with suspects aged
10 to 14 accounting for 81.2 percent of those

The fast-paced technological
evolution combined with

a history of insufficient

legal protections against

sex crimes in general has
resulted in South Korea’s
legal system being ill-
equipped to address
technological innovations
and their application in digital
sex crimes, particularly
Al-deepfake imaging.

detained.!” With the rapid commercialization
and advancement of Al technology by 2025,
individuals are now able to create highly realistic
imagery and videos using nothing more than a
photograph, such as those posted on Instagram,
and superimposing it on naked women’s bodies
to create deepfake pornographic material.'®
With the rapid evolution of Al technology, no
one is safe from being targeted and potentially
becoming a victim of digital sex crime.

Accountability Difficulties
Seoul has struggled to respond effectively to the
increasing severity of digital sex crimes and faces
three major challenges, with the first struggle
pertaining to the evidence-gathering process.
With the encryption and privacy policies of some
foreign social media platforms, like Telegram,®
the South Korean authorities have struggled to
gather the necessary information to indict the
perpetrators. Telegram was specifically chosen
by the perpetrators from both the Nth Room
and Vigilantes cases due to the platform’s
strict confidentiality policy, which prohibited
the sharing of account information and other
forms of personal information with investigative
officials or law enforcement agencies, as well as a
mechanism that allowed data to be stored solely
on the platform rather than on an individual’s
private computer. These factors made it almost
impossible for law enforcement to gather
evidence and connect the perpetrators to the
crimes, both being a necessity for prosecution.
However, toward the end of 2024, Telegram
changed its privacy policy in an effort to work
with law enforcement to deter illicit activities on
the platform.?® This change along with efforts
to collaborate with foreign law enforcement
agencies, including South Korea’s, may enhance
the ongoing investigation into the Vigilantes case.
Still, given the infinite number of opportunities
the web provides, future perpetrators will
migrate to other social media platforms, making
the problem of evidence gathering in digital sex
crimes a persistent and evolving one.
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The second obstacle also relates to the evidence-
gathering procedure, but stems from systemic
issues within the South Korean law enforcement
culture. The police, the majority of whom are
men, have been known to humiliate, belittle
or dismiss victims of sex crimes. This has led
to some victims being “forced” to collect the
evidence themselves if they want to take the
case to court. Given the history of South Korean
police failing to take these crimes seriously
and further harming the victims mentally by
invalidating their circumstances, it is likely that
several women did not go to the police to report
such crimes in the first place. As a result, an
unknown number of South Korean women who
have fallen victim to digital sex crimes have not
received the justice they deserve.?!

The third major challenge in holding perpetrators
accountable and combating the rise in digital
sex crimes resides in the growing gap between
the rapid advancement of digital technologies
and the slower pace of government legislation.
Compared to more traditional offenses, digital
sex offenses and the means to carry these
out are evolving at a lighting speed and are
overall harder to identify and prosecute. This
fast-paced technological evolution combined
with a history of insufficient legal protections
against sex crimes in general?? has resulted in
South Korea’s legal system being ill-equipped
to address technological innovations and their
application in digital sex crimes, particularly
Al-deepfake imaging. This gap is evident in
the messages between deepfake perpetrators,
revealing their awareness of the fact that
deepfake sex crimes were not previously
legislated and they could continue without
fear of punishment.?? Seoul’s tardy response to
adopting legislation in this sector may result in
only 23 arrests out of 964 recorded deepfake-
related sex crimes between January and October
2024, resulting in several perpetrators not being
held accountable for their crimes. While recent
legislative amendments have begun addressing

In September 2024, South
Korea’s parliament, the
National Assembly, amended
the “Act on Special Cases
Concerning the Punishment of
Sexual Crimes” and introduced
two new reforms. The first
criminalizes the possession,
viewing, purchase, and
storage of non-consensual
deepfakes and the second
targeted the use of deepfakes
to exploit minors.

these gaps, persistent efforts are crucial to
ensure justice and accountability.

Government Response and the Need
for more Proactive Measures

With the surge in digital sex crimes, feminist
organizations and activist groups have been at
the forefront of the push for stronger legislation,
better victim support systems, and cultural
shifts that challenges the deep-seated misogyny
in South Korean society. In response to growing
public concerns, as evidenced by activist groups
and media coverage from agencies such as
Hankyorebh, the South Korean government has
enacted new legislation to address the evolving
reality of digital sex crimes, including increased
penalties and expanded investigative powers.

In September 2024, South Korea’s parliament,
the National Assembly, amended the “Act
on Special Cases Concerning the Punishment
of Sexual Crimes” and introduced two new
reforms.?* The first criminalizes the possession,
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viewing, purchase, and storage of non-consensual
deepfakes, with offenders facing up to three years
in prison or a fine of 30 million won (around
USD 20,000). The second targeted the use of
deepfakes to exploit minors, stipulating that
anyone who uses deepfake content to threaten
or blackmail minors now faces at least three
years of imprisonment, and at least five years if
they coerce minors into unwanted actions.” In
addition, as of February 2025, the police have
pledged to invest 9.1 billion won (around USD
6.6 million) to develop a deepfake- detection
system, scheduled for completion by December
2027.%¢

Seoul has also expanded the country’s victim
support system with the launch of the “National
Center for Digital Sexual Crime Response”.?”
Operating 24/7, the center serves as a centralized
hub for reporting, counseling, and coordinating
victim support, aiming to delete illegal content,
improve investigations on closed platforms like
Telegram, and provide counseling for victims.

Seoul has also launched the
“National Center for Digital
Sexual Crime Response’’
Operating 24/7, it serves as a
centralized hub for reporting,
counseling, and coordinating
victim support, aiming

to delete illegal content,
improve investigations

on closed platforms like
Telegram, and provide
counseling for victims.

Furthermore, the Seoul Metropolitan Government
announced the launch of a new Al-powered
system on May 21, 2025, that can automatically
monitor, detect, report, and seek the removal of
sexually exploitative content online in minutes.
The Al tool can generate a report of its findings,
and the system will automatically compose an
email requesting that website operators, such as
Telegram or Instagram, erase the illegal sexual
content. An official in charge then reviews the
report and email before sending it to the website
operators. It will also be able to monitor content
posted overseas and draft emails in foreign
languages, such as English and Chinese, to
overseas website owners in the face of a growing
number of situations where sexually exploitative
videos of South Korea women are uploaded to
foreign servers.?

Nonetheless, even with the recent development
of new legislative tools, the current investigative
methods for deepfake-related cases still make it
difficult for victims to seek justice. South Korean
authorities often require clear identification
of the victim in the material, meaning that if
a person’s face is obscured or cannot be easily
verified, reports are dismissed and not treated as
a sex crime. Given the high level of sophistication
of Al-generated images, it can be difficult for
prosecutors to verify whether the material
features a real person, was illegally filmed, or
was generated by Al, making it challenging
to determine the appropriate legal basis for
prosecution. This will only become even more
difficult as deepfake technology becomes more
sophisticated, with even Al-based detection tools
struggling to keep up.”

Overall enforcement remains limited in dealing
with digital sex crimes. While the introduction of
stricter laws and increased investigation efforts
to hold perpetrators accountable represents
significant progress in combating these crimes,
punitive actions alone will not be sufficient
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to resolve the issue. To prevent these crimes
from occurring in the first place, preventative
measures that address the underlying causes are
essential.

Policy Recommendations

As South Korea continues to confront the rise
of digital sex crimes, Seoul should not only
enhance legal and investigative responses but
also prioritize systematic societal reforms and
introduce preventive measures. To prevent
these crimes from occurring in the first place,
Seoul must address the underlying social
attitudes and misogyny that enable them, as
well as take steps to raise public awareness and
establish social intolerance towards such gender-
based violence.

In particular, given the high rate of cybersex
crimes being committed by adolescents and
juveniles in South Korea, action targeting this
demographic group is crucial in combating the
surge in digital sex crimes in the country. Special
emphasis should be placed on developing a
more comprehensive sexual education program.
Currently, the South Korean School Health
Act only requires 15 hours of sex education
per year for middle and high school students,
which mainly relies on materials that cover
reproductive anatomy and physical changes
during adolescence. In elementary schools, only
two hours is devoted to education on sexual
and domestic violence, while middle and high
schools are required to offer an additional
hour on prostitution prevention. Moreover, sex
education is not only taught by health teachers
or outside experts, but also by general subject
teachers, resulting in the quality and content
of teaching often depending on each teacher’s
level of understanding of sexual education.?
Consequently, Seoul needs to implement a
more thorough and standardized sex education
program in schools to teach children about gender

Apart from law enforcement,
Seoul needs to implement

a more thorough and
standardized sex education
program in schools to

teach children about
gender equality, consent,
responsible online

behavior, and the dangers
of deepfake technology.

equality, consent, responsible online behavior,
and the dangers of deepfake technology.

Beyond the classroom, societal campaigns should
be launched to challenge and dismantle norms
that trivialize or ignore digital gender-based
violence. Apart from raising general awareness,
such campaigns should directly confront victim-
blaming attitudes and misogynistic discourse,
as well as shed light on the lasting mental and
social effects digital violence has on victims. To
reach a broader audience, these efforts should be
implemented across various platforms, including
traditional and social media, and especially the
online platforms where illegal content often
circulates.

At the same time, South Korea must continue
to invest in legal and investigative measures to
ensure that victims receive justice. This includes
expanding victim support services, developing
and deploying Al-based tools to detect and
remove non-consensual content, and stronger
oversight of online forums that facilitate the
sharing of harmful content. In addition, Seoul
should explore stronger legal frameworks to
hold tech companies and platforms accountable
for hosting or enabling exploitative content.
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Finally, Seoul should move from observer status
to full accession to the Budapest “Convention
on Cybercrime”—the only multilateral treaty
dedicated to addressing cybercrime.?' Joining the
convention could strengthen South Korea’s legal
framework and enable faster, more coordinated
access to digital evidence across borders, which
is crucial since much exploitative content is
hosted or shared overseas.

As one of the world’s most digitally advanced
nations, South Korea has the opportunity and
the tools to combat digital sex crimes and create
a safer online environment. Going forward,
the fight against digital gender-based violence
must remain a priority. Only through sustained
efforts, both legally and socially, can the country
hope to build a safe and inclusive digital space.

Authors —

Ms. Josephine Orgaard Rasmussen is the Project
Manager at the Stockholm Korea Center of the
Institute for Security and Development Policy. She
graduated with a master’s degree from the University of
Southern Denmark in International Security and Law.
Through her master’s degree, Ms. Orgaard Rasmussen
concentrated on the security situation surrounding the
Korean Peninsula. In her master’s thesis she examined
how, among other things, the green transition agenda
could be used as a diplomatic tool to denuclearize the
Korean Peninsula in the long run through security
cooperation. Following the completion of her master’s
degree, she studied Korean at Pukyong National
University in Busan for eight months.

Ms. Tove Jalmerud was Project Coordinator at

the Institute for Security and Development Policy’s
Stockholm Korea Center. She holds a Bachelor of Arts
with double majors in Political Science and Chinese
from Uppsala University and is currently enrolled in
its Political Science Master’s program, focusing on
international politics.

© The Institute for Security and Development Policy, 2025. This Issue
Brief can be freely reproduced provided that ISDP is informed.

Asout ISDP

The Institute for Security and Development Policy is a
Stockholm-based independent and non-profit research and
policy institute. The Institute is dedicated to expanding
understanding of international affairs, particularly the
interrelationship between the issue areas of conflict, security and
development. The Institutes primary areas of geographic focus
are Asia and Europe’s neighborhood.

www.isdp.eu

d

Institute for Security &
Development Policy




Endnotes
1

10

11

12
13

14

15

16

17

18

19

Jung Jong-Hoon, “1 in 3 women a victim of relationship abuse, Gender Ministry survey finds,” Korea JoongAng
Daily, April 24, 20235, https://koreajoongangdaily.joins.com/news/2025-04-24/national/social Affairs/1-in-3-
women-a-victim-of-relationship-abuse-Gender-Ministry-survey-finds/2293311.

H. W. Jung, “A new variation of modern prejudice: young Korean men's anti-feminism and male-victim
ideology,” Front Psychol., October 20, 2023, https://pmc.ncbi.nlm.nih.gov/articlessPMC10624222/#s10.

Jessica Shao and Yoolim Lee, “Gender Norms and Women’s Double Burden in East Asia,” The Diplomat,
November 29, 2023, https://thediplomat.com/2023/11/gender-norms-and-womens-double-burden-in-east-asia/.

M. D. Jenkins and H. J. Kim, “The Role of Misogyny in the 2022 Korean Presidential Election: Understanding
the Backlash against Feminism in Industrialized Democracies,” Journal of East Asian Studies 24, no. 2 (2024):
169-196, https://doi.org/10.1017/jea.2024.11.

Steve McCullogh, “Online misogyny: the manosphere,” Canadian Museum for Human Rights, September 12,
2023, https://humanrights.ca/story/online-misogyny-manosphere.

Lee Ji-hye, “Korean police have received more than 1,000 reports of deepfake sex crimes so far in 2024,”
Hankyoreh, December 3, 2024, https://english.hani.co.kr/arti/english_edition/e_national/1170514.html.

Jean Mackenzie and Leehyun Choi, “Inside the deepfake porn crisis engulfing Korean schools,” BBC, September
3, 2024, https://www.bbc.com/news/articles/cpdlpj9zn9go.

Park Jun-hee, “Distorted awareness, weak law: How digital sex crimes thrive in South Korea,” Asia News
Network, July 16, 2024, https://asianews.network/distorted-awareness-weak-law-how-digital-sex-crimes-thrive-
in-south-korea/.

Gabin Tellenne, Constantine Simon, Justin McCurry and Ho Gyeong Son, “The fight against 'molka’, South
Korea’s spycam epidemic,” France 24, June 12, 2019, https://www.france24.com/en/20190612-focus-south-
korea-fight-molka-perverts-spycams-voyeurs-toilets-hotels-women.

Jawana Kamal, “A Culture of Shame and Regret: Exploring the Rise of Digital Sex Crimes in South Korea,”
The University of Alabama at Birmingham, November 6, 2024, https://sites.uab.edu/humanrights/2024/11/06/a-
culture-of-shame-and-regret-exploring-the-rise-of-digital-sex-crimes-in-south-korea/.

Nicole De Souza, “The Nth Room case and modern slavery in the digital space,” The Interpreter, April 20, 2020,
https://www.lowyinstitute.org/the-interpreter/nth-room-case-modern-slavery-digital-space.

Mirriam-Webster: https://www.merriam-webster.com/dictionary/sextortion.

Joohee, Kim and Jamie Chang, "Nth Room Incident in the Age of Popular Feminism: A Big Data
Analysis," Azalea: Journal of Korean Literature & Culture 14 (2021), https://dx.doi.org/10.1353/aza.2021.0016.

“Newly exposed Telegram blackmail ring shows more must be done to end online sex abuse,” Editorial,
Hankyoreb, January 27, 2025, https://english.hani.co.kr/arti/english_edition/english_editorials/1179911.html.

Yang Su-Min, “Digital sex crime ring 'Pastor's Room' leader and 10 accomplices indicted,” Korea JoongAng
Daily, April 23, 20235, https://koreajoongangdaily.joins.com/news/2025-04-23/national/social Affairs/Digital-sex-
crime-ring-Pastors-Room-leader-and-10-accomplices-indicted/2292181.

Won Eun-ji, “I saw deepfakes when exposing the Nth Room case 5 years ago — the government’s lax response
is to blame for their proliferation today,” Hankyoreh, September 6, 2024, https://english.hani.co.kr/arti/english_
edition/e_national/1157369.html.

Kim Hyun-soo, “Police apprehend 506 suspects over deepfake sex crimes this year,” Yonhap News Agency,
October 30, 2024, https://en.yna.co.kr/view/AEN20241030004600315?utm_source=chatgpt.com.

Yoonjung Seo and Mike Valerio, “Deepfake porn is destroying real lives in South Korea,” CNN, April 29, 2025,
https://edition.cnn.com/2025/04/25/asia/south-korea-deepfake-crimes-intl-hnk-dst/index.html.

Lee Jung-joo, “South Korean police launch preliminary probe into Telegram for allegedly abetting deepfake
sex crimes,” Asia News Network, September 3, 2024, https://asianews.network/south-korean-police-launch-
preliminary-probe-into-telegram-for-allegedly-abetting-deepfake-sex-crimes/.

Institute for Security &
Development Policy



https://koreajoongangdaily.joins.com/news/2025-04-24/national/socialAffairs/1-in-3-women-a-victim-of-relationship-abuse-Gender-Ministry-survey-finds/2293311
https://koreajoongangdaily.joins.com/news/2025-04-24/national/socialAffairs/1-in-3-women-a-victim-of-relationship-abuse-Gender-Ministry-survey-finds/2293311
https://pmc.ncbi.nlm.nih.gov/articles/PMC10624222/#s10
https://thediplomat.com/2023/11/gender-norms-and-womens-double-burden-in-east-asia/
https://doi.org/10.1017/jea.2024.11
https://humanrights.ca/story/online-misogyny-manosphere
https://english.hani.co.kr/arti/english_edition/e_national/1170514.html
https://www.bbc.com/news/articles/cpdlpj9zn9go
https://asianews.network/distorted-awareness-weak-law-how-digital-sex-crimes-thrive-in-south-korea/
https://asianews.network/distorted-awareness-weak-law-how-digital-sex-crimes-thrive-in-south-korea/
https://www.france24.com/en/20190612-focus-south-korea-fight-molka-perverts-spycams-voyeurs-toilets-hotels-women
https://www.france24.com/en/20190612-focus-south-korea-fight-molka-perverts-spycams-voyeurs-toilets-hotels-women
https://sites.uab.edu/humanrights/2024/11/06/a-culture-of-shame-and-regret-exploring-the-rise-of-digital-sex-crimes-in-south-korea/
https://sites.uab.edu/humanrights/2024/11/06/a-culture-of-shame-and-regret-exploring-the-rise-of-digital-sex-crimes-in-south-korea/
https://www.lowyinstitute.org/the-interpreter/nth-room-case-modern-slavery-digital-space
https://www.merriam-webster.com/dictionary/sextortion
https://dx.doi.org/10.1353/aza.2021.0016
https://english.hani.co.kr/arti/english_edition/english_editorials/1179911.html
https://koreajoongangdaily.joins.com/news/2025-04-23/national/socialAffairs/Digital-sex-crime-ring-Pastors-Room-leader-and-10-accomplices-indicted/2292181
https://koreajoongangdaily.joins.com/news/2025-04-23/national/socialAffairs/Digital-sex-crime-ring-Pastors-Room-leader-and-10-accomplices-indicted/2292181
https://english.hani.co.kr/arti/english_edition/e_national/1157369.html
https://english.hani.co.kr/arti/english_edition/e_national/1157369.html
https://en.yna.co.kr/view/AEN20241030004600315?utm_source=chatgpt.com
https://edition.cnn.com/2025/04/25/asia/south-korea-deepfake-crimes-intl-hnk-dst/index.html
https://asianews.network/south-korean-police-launch-preliminary-probe-into-telegram-for-allegedly-abetting-deepfake-sex-crimes/
https://asianews.network/south-korean-police-launch-preliminary-probe-into-telegram-for-allegedly-abetting-deepfake-sex-crimes/

20

21

22

23

24

25

26

27

28

29

30

31

Arman Lorenzo Burias, “Telegram CEO Enacts New Privacy Policy After Arrest, Starts Verifying ‘Almost 1
billion Users’,” Designrush, October 15, 2024, https://www.designrush.com/news/telegram-ceo-announces-major-
privacy-policy-change-after-arrest.

Heather Barr, “S. Korea is way behind in responding to digital sex crimes,” Hankyoreh, June 27, 2021, https://
english.hani.co.kr/arti/english_edition/english_editorials/1001018.html.

Mathilde Penda, “The concept of rape in South Korea,” Gender in Geopolitics Institute, October 30, 2023,
https://igg-geo.orglen/2023/10/30/the-concept-of-rape-in-south-korea/.

Lee Hae-rin, “Deepfake perpetrators pay no heed to police crackdown,” The Korea Times, September 2, 2024,
https://www.koreatimes.co.kr/southkorea/law-crime/20240902/deepfake-perpetrators-pay-no-heed-to-police-
crackdown.

Georgia Smith and Joseph Brake, “South Korea confronts a deepfake crisis,” East Asia Forum, November 19,
2024, https://eastasiaforum.org/2024/11/19/south-korea-confronts-a-deepfake-crisis/.

Shin Min-jung, “Korea passes bill making viewing non-consensual sexual deepfakes illegal,” Hankyorebh,
September 27, 2024, https://english.hani.co.kr/arti/english_edition/e_national/1160090.html.

“Police to develop deepfake detection system,” The Korea Times, February 2, 20235, https://www.koreatimes.
co.kr/southkorea/law-crime/20250202/south-korean-police-to-develop-deepfake-detection-system.

Park Hye Ri, “New hub offers 1-stop service for digital sexual crime victims,” Korea.net, April 28, 2025, https://
www.korea.net/NewsFocus/policies/view?articleld=270565.

Lee Jung-joo, “Seoul’s new Al 'flags, requests removal of sexually abusive content in 6 minutes',” Korean Herald,
May 21, 2025, https://www.koreaherald.com/article/10492469.

Heejin Seok, Sarang Oh, Sae Eun Kim and Sarah Tae, “The Current Status and the Implications of South Korea’s
Response to Deepfake Sexual Crimes,” ECPAT Korea TACTEEN, Tacteen Naeil Issue Report: Day of the
Elimination of Sexual Violence Against Children, February 22, 2025.

Jung De-Hyun, “Schools urged to enhance sex education amid rising deepfake crimes among youth,” The Korea
Times, September 1, 2024, https://www.koreatimes.co.kr/southkorea/society/20240901/schools-in-koreaurged-to-
overhaul-sex-education-amid-rising-youth-deepfake-crimes.

The Convention on Cybercrime (Budapest Convention, ETS No. 185) and its Protocols: https://www.coe.int/en/
web/cybercrime/the-budapest-convention.

d

Institute for Security &
Development Policy



https://www.designrush.com/news/telegram-ceo-announces-major-privacy-policy-change-after-arrest
https://www.designrush.com/news/telegram-ceo-announces-major-privacy-policy-change-after-arrest
https://english.hani.co.kr/arti/english_edition/english_editorials/1001018.html
https://english.hani.co.kr/arti/english_edition/english_editorials/1001018.html
https://igg-geo.org/en/2023/10/30/the-concept-of-rape-in-south-korea/
https://www.koreatimes.co.kr/southkorea/law-crime/20240902/deepfake-perpetrators-pay-no-heed-to-police-crackdown
https://www.koreatimes.co.kr/southkorea/law-crime/20240902/deepfake-perpetrators-pay-no-heed-to-police-crackdown
https://eastasiaforum.org/2024/11/19/south-korea-confronts-a-deepfake-crisis/
https://english.hani.co.kr/arti/english_edition/e_national/1160090.html
https://www.koreatimes.co.kr/southkorea/law-crime/20250202/south-korean-police-to-develop-deepfake-detection-system
https://www.koreatimes.co.kr/southkorea/law-crime/20250202/south-korean-police-to-develop-deepfake-detection-system
https://www.korea.net/NewsFocus/policies/view?articleId=270565
https://www.korea.net/NewsFocus/policies/view?articleId=270565
https://www.koreaherald.com/article/10492469
https://www.koreatimes.co.kr/southkorea/society/20240901/schools-in-koreaurged-to-overhaul-sex-education-amid-rising-youth-deepfake-crimes
https://www.koreatimes.co.kr/southkorea/society/20240901/schools-in-koreaurged-to-overhaul-sex-education-amid-rising-youth-deepfake-crimes
https://www.coe.int/en/web/cybercrime/the-budapest-convention
https://www.coe.int/en/web/cybercrime/the-budapest-convention

